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Nurses have the ethical obligation to protect their patients' private health information. Are electronic health records (EHRs) compromising patient confidentiality despite laws and professional codes of conducts that protect patients' privacy and confidentiality? Are EHRs making patient information too accessible, or are they just as safe or even safer than traditional paper records? This article investigates the ethical issue of patient confidentiality as it relates to the EHR. An analysis of the ethical issue is first presented; then, two opposing positions are described and supported; and finally, one position is suggested as the superior ethical position from the standpoint of the nursing profession.
CONFIDENTIALITY AND THE ELECTRONIC HEALTH RECORD
The EHR presents many benefits. At its full capacity, it is intended to improve patient-centered care and coordination of care through enhanced access to patients' health information by all members of the healthcare team. 1 Furthermore, deidentified information can be used to benefit public health and to conduct research. 2 However, in order for the EHR to fulfill its expected benefits, protection of privacy and safety of patient health information is key. If patients do not trust that their health information is kept confidential, they may be reluctant to be honest or fully disclose all relevant information, which could have potentially grave consequences in their care. 3 As frontline users of the EHRs, nurses are both ethically obligated and in a key position to protect patient confidentiality.
The key issue that has the potential to compromise patients' privacy in EHRs is that all information that has been once entered will be stored in longitudinal records forever, even though it may never again be relevant in caring In order for electronic health records to fulfill their expected benefits, protection of privacy of patient information is key. Lack of trust in confidentiality can lead to reluctance in disclosing all relevant information, which could have grave consequences. This position paper contemplates whether patient confidentiality is compromised by electronic health records. The position that confidentiality is compromised was supported by the four bioethical principles and argued that despite laws and various safeguards to protect patients' confidentiality, numerous data breaches have occurred. The position that confidentiality is not compromised was supported by virtue ethics and a utilitarian viewpoint and argued that safeguards keep information confidential and the public feels relatively safe with the electronic health record. The article concludes with an ethically superior position that confidentiality is compromised with the electronic health record. Although organizational and governmental ways of enhancing the confidentiality of patient information within the electronic health record facilitate confidentiality, the ultimate responsibility of maintaining confidentiality rests with the individual end-users and their ethical code of conduct. The American Nurses Association Code of Ethics for nurses calls for nurses to be watchful with data security in electronic communications.
for the patient. 4 Although patients' confidentiality may be compromised because of computer issues, such as inadequate protection or lack of encryption of the data, most breaches have occurred because healthcare professionals have unwittingly accessed or shared patient information. 5 Laws such as the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the Health Information Technology for Economic and Clinical Health (HITECH) protect patients' privacy and confidentiality through compliance and breach notification requirements for healthcare organizations and healthcare practitioners. 6 The US Department of Health and Human Services recently released a new rule to enhance the HIPAA of 1996. 7 The new ruling will help protect patient privacy with added enforcement of the HIPAA compliance especially as it relates to the HITECH Act and the EHR. 7 In addition, healthcare professionals' codes of conduct outline the duties of individual practitioners in protecting patients' privacy and confidentiality. The Code of Ethics for nurses by the American Nurses Association (ANA) was provisionally adopted in 1926 and fully adopted in 1950; however, the 1893 ''Nightingale PledgeI is understood as the first nursing code of ethics.'' 8(p27) The Code of Ethics provides a framework for nurses in making decisions that are ethical and in line with the professional duties expected of a nurse. 8 In the ANA Code of Ethics for nurses, privacy is a patient right, while confidentiality refers to the duty of a nurse. In its interpretive statements, provision 3 in the ANA Code of Ethics discusses the privacy and confidentiality of patient information: ''The nurse safeguards the patient's right to privacyI and the nurse has a duty to maintain confidentiality of all patient information.'' 8(p12) The International Council of Nurses also has a code of ethics for nurses, which outlines the ethical conduct of confidentiality by stating, ''The nurse holds in confidence personal information and uses judgment in sharing this information.'' 9(p2) In order to illuminate the ethical issues with patient confidentiality and the EHR, the following fictitious situation that nurses may witness or participate in is presented. In the situation, a nurse is in the middle of administering medications to his patient in a room full of visitors. He has logged into the computer and begins to scan the medications when he realizes that he forgot to retrieve one medication from the medication dispenser located in the medication room. Because it will only take him a minute to get the medication and the computers take longer with the re-login process, he decides to just turn the monitor screen off, which is what pretty much everyone does on the unit when they have to leave their computer station just for a minute.
POSITION IN FAVOR
The position in favor asserts that EHRs do compromise the confidentiality of patients' health information. There is always a possibility for patient confidentiality to be compromised with EHRs. During the paper age, mere physical security, such as locked rooms, to protect medical records was typically sufficient; however, the digital age has significantly increased potential unauthorized access to patient information. While breaches in confidentiality certainly occurred in the paper era, those exchanges would have been limited. The fact that paper records are physically relatively difficult to access, especially beyond a few records, protects the patient information within them. 10 Electronic health records are a new threat to the protection of patients' privacy. Technological advancements, such as computerized health records, have ''opened the door to potential, unintentional breaches of private/confidential health information.'' 11(p1) Protecting patients' private health information is extraordinarily difficult within an EHR, which holds complete and integrated information in a longitudinal fashion. 12 The Inspector General report concluded that EHRs lack safeguards. 13 There are increasing reports of instances where confidentiality of patient information has been compromised, some of which have been high-profile cases displayed in the media.
14 Since 2012, there has been a 138% increase in HIPAA data breaches, and the total number of health records that have been compromised since 2009 is 29.3 million. 15 According to the Ponemon Institute's (2014) benchmark study of 91 hospitals' privacy and security of data, 75% of hospitals reported that data breaches occurred because of ''employee negligence.'' 16(p12) A search of relevant literature across disciplines was conducted to explore the phenomenon of EHRs and patient confidentiality. Four research studies were reviewed in which the experience of EHRs and confidentiality was investigated. Strauss 17 conducted a qualitative phenomenological study exploring patients' experience of ''the nurse-patient relationship when nurses utilize an EHR.'' 17(p596) One of the themes that emerged was safety and trust. The patients were concerned about the easy access to their information and that others might use it incorrectly. They were also concerned that information about their drug addiction or mental illness could affect how their providers treat them. Lastly, they explained that there was a lack of consistency on the part of the nurses in describing how patient information was kept private within the EHR. 17 A qualitative study of 34 emergency department staff members, including doctors and nurses, investigated participant perceptions of accessibility and confidentiality of information within the EHR. 18 The participants felt that having access to patients' medical, occupational, and social information was important but expressed concerns about the confidentiality of patient information. One participant had witnessed staff members sharing user names and passwords, and another participant was worried about misuse by authorized staff members. 18 In a qualitative study of psychologists (N = 28) and the critical incidents relating to using technologies, such as EHRs, in mental health practice, the researchers found that among the emerged themes were ''unauthorized access to patient informationI and inappropriate dissemination of client information via technology. '' 19(p433) In a cross-sectional study of public (N = 1847) attitudes related to electronic health information exchange (HIE), the results indicated that a majority of participants were concerned about the privacy of HIE and the security of EHRs. 20 A large majority also agreed that the benefits outweigh the privacy risks and would allow the HIE in provider treatment even if their privacy were compromised. In addition, little over half of the participants wanted to be able to have a say on who would have access and be able to share their information. 20 In analyzing the ethical issue of confidentiality and EHR, the four bioethical principles of autonomy, beneficence, nonmalfeasance, and justice may bring support for the position that EHRs do compromise patient confidentiality. The bioethical principles guide healthcare professionals in ethical decision making. 21 In the era of paper records, patients were able to control which health professionals had access to their information. 2 Now, depending on the design of the EHR, patients' control over access to their private information can be compromised, 2 and they are likely not even aware of who has viewed their information, for example, during a hospital stay. The ethical principle of autonomy is hence affected. Furthermore, there is particularly sensitive information that patients may not want shared among various healthcare professionals, such as mental health issues or imprisonment. 22, 23 Beneficence is the duty to do good, and nonmaleficence refers to the duty to do no harm. 21 The intention of the EHR is that of beneficence, or doing good to patients through better collaboration and exchange of information among healthcare professionals. However, if patients avoid care or are not honest in the disclosure of information because of fear of possible breach in confidentiality, the potential for nonmaleficence is present. ''Doctors may unwittingly base diagnoses on false or misleading information, leading to treatment decisions that are not in the patient's best interest or that cause actual harm.'' 2(p9) The principle of justice refers to all patients being treated equally. 21 The lack of trust in the confidentiality of health information has the potential to affect people disproportionately. For example, individuals who have been victims of sexual assault or domestic abuse or whose conditions are stigmatized by society, such as is the case with AIDS and mental illness, may be especially reluctant to seek care if they feel that confidentiality could be breached. 2 In the fictitious situation presented earlier, the potential was present, because the nurse left the EHR unattended, that a visitor could have accessed sensitive information that the patient would not have consented to, leading to patient harm. Hence, the nurse's action violated the ethical principles discussed, and patient confidentiality was compromised with the EHR.
POSITION AGAINST
The position against asserts that EHRs do not compromise the confidentiality of patient health information. When safeguards are present, such as encryption of the data, patient health information will be protected, even in case of theft or loss of a computer holding patient health records. 24 Other safeguards exist as well, such as audit trails, role-based access, compliance enforcement, and breach reporting. 25 While EHRs are not 100% safe, neither are paper records; in addition, the benefits of EHRs outweigh the risks. 26 Furthermore, breaches of confidentiality, such as unauthorized end-user disclosures, also occurred during the paper era, and although they may have been more difficult or limited because paper charts were relatively difficult to access, the fundamental nature of the breach is no different. Electronic health records in themselves do not compromise patient confidentiality. The issue seems to be more about a trusting relationship between healthcare providers and patients than about the EHR compromising patient confidentiality. Americans have ranked nurses as the most trusted profession since 2005, rating their honesty and ethical standards as high or very high. 27 A search of relevant literature across disciplines was conducted to explore the phenomenon of EHRs and patient confidentiality. Three research studies were reviewed in which the experience of EHRs and confidentiality was explored. A recent telephone survey of 1015 participants within the United States revealed that the public is surprisingly trusting of confidentiality as it relates to the EHR. 28 The results revealed that whereas 40% of the participants were very concerned about privacy of their EHR, 22% were not concerned about privacy, 68% thought EHRs were secure, and 64% agreed that their benefits outweigh the risks. 28 In another study, only 4% of the 138 participants believed that EHRs led to the possibility of healthcare providers learning information about them that was not necessary for the provider to know. 28 These participants were most concerned about the possibility of hackers getting to their information. 29 Larsen 30 conducted a qualitative study of palliative care nurses' (N = 20) perceptions of using PDAs and computermediated communication in the daily care of their patients. The research centered on privacy and confidentiality issues. All of the nurses in the study ''were concerned about safeguarding client information against unauthorized use'' 30(p337) but felt that superior security existed with computer-mediated communication when compared with information written in a paper form.
An individual who believes that EHRs do not compromise patients' confidentiality may be approaching his/her stance from a virtue ethics standpoint. In virtue ethics, what matters are the motives or intentions of the ethical agent: ''The fundamental assumption underpinning practical applications of virtue ethics is that morally upstanding individuals will, as a matter of course, act appropriately and in accordance with established rules and standards.'' 31(p17) Virtuous healthcare professionals, from the virtue ethics viewpoint, would then be expected to act in confidentiality of patient information regardless of whether it is in an electronic or paper format. However, because not all individuals who have access to EHRs are virtuous, perhaps another ethical theory is needed to support the against position. One could also look at the ethical issue of confidentiality and EHR from a utilitarian ethical theory perspective. In utilitarianism, what matters most is ''the greatest good for the greatest number of people.'' 21(p10) A utilitarian perspective then would determine that if few individuals' EHRs were compromised, as long as the communities at large reaped benefits in areas such as public health and research, then the benefits of EHRs would outweigh the risks in regards to compromised confidentiality.
CONCLUSION
Confidentiality refers to the duty of individuals to protect the information that has been provided to them. 7 The ANA Code of Ethics draws specific attention to confidentiality with electronic communication by stating ''when using electronic communications, special effort should be made to maintain data security.'' 7(p12) Nurses would be unwise to preserve a specious sense of security regarding the EHR. Although EHRs in themselves may not compromise patient confidentiality, people do. An established fact is that breaches of confidentiality with the EHR are commonly end-user driven. The better ethical position for nurses, then, is to not solely trust that patient information is protected within the EHR because of organizational or governmental safeguards. While the organizational and governmental ways of enhancing the confidentiality of patient information within the EHR, such as audit trails, role-based access, encryption of data, antivirus software, compliance enforcement, and breach notification, facilitate confidentiality, 25 the ultimate responsibility lies with the individual end-users and their ethical code of conduct. Although hackers and criminals may be at the center of news stories, ''well-meaning computer users can be their own worst enemies'' 25(p13) for various reasons, such as users being pressed for time or inadequate education. In the previously illustrated fictitious situation, the nurse's ethical code of conduct is at the center of making an ethically sound decision. Pressed for time, the nurse left the patient's EHR accessible to visitors. In order to preserve professional integrity and patient confidentiality, nurses should consistently log out of their workstations when not documenting, and they should never share their passwords with anyone. 5 ''Nurses and other health professionals need to use their professional and employer codes of conduct to recognize when accessing a patient's information may be breaching patient privacy.'' 5(p32) Seemingly, the underlying issue for nurses to recognize is successfully translating governing regulations and professional ethical principles into practice. Therefore, as nurses, we cannot afford to assert that EHRs do not compromise patient confidentiality, simply based on virtue and utilitarian ethical perspectives or the regulations that have long been in place. Instead, we must refocus our efforts in safeguarding patient confidentiality to include the education, compliance, and monitoring of the end-users. As the frontline users of EHRs, nurses have the duty to not only individually protect patient confidentiality but also to be collectively involved in policies and practices to create an environment that is conducive to protecting patient privacy. ''Nurses may need to leave organizations that refuse to support patient rights or put nurses in a position that consistently demands violation of the professional standards of practice.'' 32(p192) The integrity of the nursing profession is upheld through the guidance of the ANA's Code of Ethics for nurses, maintaining high standards in nursing education to include students' value development and constant appraisal of nursing actions. 32 For more than 37 additional continuing education articles related to electronic information in nursing, go to NursingCenter.com\CE.
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